Lecture & Shov’s a'lyor?'bl«m

Xt time o «fply the Plaarc estimation

¢ubl\auf:ne To o éom: G‘de, ?ntﬂ-r'e:'fiwg ond
7mfo/"t=tn"t* meu'tat;oMl FNGIEM': -Fac'bar?vj!

(*At lea;‘t c‘~F ‘you Wowft' f'o breok c.lqssicall
public key cryptosystems.)

RecalL 'Fdf;l'd":/\\y s not known "3 Qe 1"
BPP. B&S‘t’ e nown clo ssical d’jol‘;t[\m
Cnhm6¢r’ € eld Sieve) hag run-time

e.‘:cP ( O(W?[To\,’gn )) (where n= IOj/V
= 3 digits in N), which is subexponential
bu'b SquI‘Pva\oM;ol. Shors a(ybf;t'hm ?U*S

Fo«c}Lorfnﬂ N Bap - a Sufcrpotlynomia[ Sfﬂédup!

Shor [1994] originally selved oroluv-ﬁ;na(.‘aj
(& hence facloring) via period nding

— see Exorcise sheetf.

Phase estimation appreach we use here

s Jae Yo kitaerv. quw.va/ev\'t T of';\yir\al
affroact., but gives a di fFerent, un?ﬁyinj
perspective on QEFE T - based algorithms.
But well wol'th uv\der'standn‘nj bott
af,orﬂacl'\egl



1. Ordeyv - Fino‘img_
We need some basic number ‘H-eor] st ...

Modular arithmetic reminder:

called ‘“clock orithmelic";
of 24bh clock is wodulas 24

S omet rmeg

arithmetic
arithmetic : 1ISh + 1h = 2L (med 24)
a (med N) = ;V\Ved¢f' remainde~ [eft over

-Frowl d;v:o(v'nj Q éj N
(a, N € 2)

a Z b (med N) meon s N divides a-b

= ¢ 9, 1, ---, N-1} with

N
maltdiplicalion mod N
g
= ac : o, N coprime
N { ZN / fr&- ;}‘, gcd Cande ;
- ILn Par't'c'cu/u\,

2 Lorms a )~ up .
gy ry f Z/v s,

V a € Z/V) 3 b €
qb =1 (.moJ N). (We W/‘tte b = Q.’.)

ng bz (MOG' N) :

For a, = b, (mod N)’
= b, +bz CHOJ N)

a, + Q9 =
a,a, = b b, (mod N)
k = b:! Cmod N) , R€e N, ?

a,



Def ( Ordesr)

Order of a €« Zy, oN corr;me

is minimum ~>0 st. & =1 (modAN).
Order~ of 0":7 ele ment s well - deﬁ‘v\ed,
Y- 28 aluan exists some such r (Euler’s Thm).

Problem (OI'JCP-'FWIJI‘ng)
I"‘PM't : Né N, a é ZN

Oo\'l'fut'.' order of a

Not known th be in P (ov BPP)
Naive approch\ of CLec/(fnj a” (med N)

Eor- n'nor'eas'ivy values of ~ Tokes
. loqN
wor;‘l' cafe Time 0( 29 )

Aljor;i'lnm
Lel U, 2> = [ax (medN)D , qGZ:.

Noete that 0 <= <N, so x> covtaing
OCLO_Q N) 7ub:’i’$‘

E:cer&fse! Prdve thot (A,‘ 1S u.m't'ar].

The 7Mnfum OPJQJ""F"ndI.:\j o./yor:'t'hm
s "Jurt“ flw;e sty mation qPPI;eJ to
Ua , followed L’j Some Cpo!] ~tiwme)

classical ,orc)c.es'sinj of ‘the outcomes.,



What ave eidvals/ved's of U, 7

Recall la”™> = |17 (det. order «)
and note uq Iqh> = Iak"") —> quegss:

1¥,> = —Jf,_- CI1S + 1ad> + 102> +---+ |a™"S)
Ual %> = 5= (1a> + 102> +1adD> + v 115)
= %>
) e.n'jva(. 1
More a,ner?'lb, add phases :
> = X @it lal s recall = ST

- 1 JR JH
Ua "\Vh> - Jr go ‘: I >
"‘;:',E ZCJ Jh' "> f l""h>

d—'o

—> QiJVals. w'_h = e,z"‘(h/’)

Eslimate phase 8 = % — orden~ ,-_._—E-.

Howe./u-, not clear ¥ we can qotua'!y

impl%e,«\t this.



Recall Lweo issues we need ™ address
jn “ffly:"j Pi\ase-zgt:mat?om:

1. Mow To implement cM:'n efficiently ?

2. Hoew 1t construct an e,n'denva.ctor [‘\-}L>?

Implemc«'\'b ;nj c M.f e‘Fﬁ-{()ent'y_

FOJ" bfaok-box U, -H«\Q'-c'g V\O‘Hﬂinj bc'l't'er'
tha n afpbi«\j cluU 2" times. But U,
s noi' a blaal(-éox..’ We know
what Joxs on inside tha (box :
modular muH';P[ica‘éiar\c

E:ce,r—ofse: USQ exfonen'bia'l‘fov\ by
Squarfnj s 4 Prope.p'[;ie; of modular
arithmebic ®  show U, con be
7m’>lem ented in time O ( POInd)).

Constructing eioo.mvectorg ef U,

Can 't coﬂftruc'l: omy ,'\Vh> efﬁ;c_;amtb
wi thout knawa‘nj order v~ we've ‘L‘fyinjﬁ G nd-

But recall "Mﬂninj Phase Estimation own
Sufcrpos:f ron of 24:90.’\ vectors ""’n) J;VQ;
g oan Q{i’;mat’e oF o rano‘omlj (/‘to_s.en
eigen value . 5



Consider~ superposition

9 -1 ’ -1 "'—1 ".k .
72 1M =7 2 Z s
k=0 =0 j=o0
1 =9 s | -'k
- ':_’ = ( Z ‘or\, ) Ia"&
J- le-‘-o )

=Do?.¢7essj=0
= la®> = 11>.

S'ba'fe /1> (== |oo --- 01) A L,,’,,\a,:,,)
is easy Yo prepare !
RM'\ pE -For L{q on l‘l) 1) P,,-e(,,'s;w\ s

—> W, th frof’ab.'&'éy > 7-6 J Ives
M'\g’ﬁrﬂ\\lj at rondom ove~ RE $0,.. 13,

Recall runtiwme i1s 0 ( Ioj é‘g)

Issue: we don't know R, so how
can we infe~ v rom O ?
We need come wnotions Lfrom the @lejow\'b

tt\o.ovv of ...



Continued Fractions
And 2z IR can be written as a

\

continued fraction

x = a, +

a3 g oo
Can ;:mfl{ﬁ nolation € wrte Hus as
X = [qo y qh“Z,Q;,"'j-
”Reaular“ 40n‘f,'vmea' fraction hag a; & IN_,,.
TQfW\:nai'es aft‘% o )c,‘y\i te Num Lir
of Jevels iff x is rational.

(CF. decimal expansions, which Jov\'i'
nece.s;qrily terminate even Ror rationals .)

Nate M COW\Dv\;ca,l cvni';nuad -Fructl"n ?s um'7ue
Qr L. 4 era‘bfonal ; rational > L\ave exactlﬁ
tw03 % = [aO;a1)°",qn] :[qb;ai, -";q”.1) 7].

(Easj to show.)

g—

[runcating the _Rxxpansion al level A

3;v€$ Inereofing! oed vralional

o,o,oro.:;.'mo.timsd,) cgllea, "covwefyenii of x:
1 1 !

Qo —
) ) 1 ) 1
w 2 W 27 a,

1]
qu] Ld.;q«'] faoi Qa,, 4:] qu)’ 9,9, 037']

1



Let P~ La,; a ..., a,]  (not necesmely
Peaular).

) Fn ) ?n $4t;56 VS ecuwrvyence V‘C/at';ou .
Pr= 2, Pa-y +/0n..,_ (nz0) , Pq= 1, pP-2:= O
P = Op Guer ¥ Gag (n21), o=13u%0
Cii) Paduag ~ Fnfnq = 1
Gis) Pa> Pa-11 FaZFn=15 Pa>2psqs 90> 290, -

Civ) ';:"; is in lovest terms
(i-e. ‘9¢J(P,‘,3“) =1

Proof:

() Baje case nzt 0, n=1

laolols (‘)uf't caleulate) ,
§yume

recprvrence holds “p o n-1.

., an] = [a,; a,, .., a,, +;1]
"

67 iﬂdugtl‘oﬂ
%) Guer + Gaoa hypethesis

:-'(qa-'l Pn-‘l +ID""¢) + P"./;n
Za..-ﬂ Gavr 4 7:»-1.) * $"°%m

Pr + P”-q/a"l ’oy induction = An P‘“ + P
o+ Ani,, Dypethesis  anqu v ga,

L.e. can i’ak{ P"‘"l"‘ Sai'fsginj recurrene .




(i9) Eq{d Fmo\C % ?na'uc‘é?w\, Mak?nj use of (i).

Giii) Twmediate Grom ().

Gv) If d divides P &,,., thewn by Cii)
&t also divides *1.

Theorem
If |x- | <57 ? xelR, pgelN

thewn P/ ts a conve-rje«\t of x.
Mav-eover there is no other ro.twnal ,

?:;#-% wt';\1<1,0( I@‘Ap <;$-.

Proof :

Let P/a; = Lo a,, ..., a,] be the

continued Hraction GzPoms':on of P/1 w i th

convergeni‘s P*/cp, (so Pa =P, $,,..1)
Afn +Pun-y

Wnrte > = =La @, ..., %, A].
Agnt Yn-1

(No‘t a reaut‘v— cont mned -Fr‘agt,'o.a, as
A £ N in janeral-)

We have
12. 5‘7&.—__ ‘AF-« ""fn--v ._&'
27“ A zn "-1.-4 1"



Reowraviﬂg,

A= [ 20pnGn-1 ~Fnfa-s? = 1;:

> |2-1] = 1 Lemma () L(ir)
Thus A = [b,: b,, b,,...] with L,Z1-

Hence 2 = Lao;a-',.u, a”, bo'b’,ooo], aVJ

P/q = an; aq, -.-, a”] s a convegen‘c.

Now assume P/?l’ # P/ wi th 7"5.1, . T hen
~ P .’ _ p.. _ P P _
16- %)= 19- 4+ 3

¥ Sab 1 !
> —-
?) 1' 2?2 ,
> L _ L Usin %: # P/?’
7 12. 272 & 1’5 1
= 272

10



Ov-Jer- Fa'ma“nj c[ﬂSS’iCaL PoS‘t-Proces'Su'ng_

Recall pl'\ase, estimation j?elols 5 s.t.
| 8- R | €5 with probability 1-5,

for kerio, ver, F=13 chosen W\:’Fbr-m\lj at rondom.

Want 9 choose £ s.t. can uniquely
ident; ‘Cj closest —i% t & .
Moreover, we want an effGeient

a{gor;t’lﬂm G End Hus -j—'—_ .
We don't kaow order~ v, but we
Ao know v < N (see Det . ol‘o'er).

Choose ¢ = - <

B‘y conl imuned Fractions T"\ eorewm, 'é.‘ LS

un:a,ue coanJ%t f"/z.. of & with 7,,50'

cat isfyin |5“' Pa, ‘ <’ =
'*J™I 9 245 -

—> Comfute successive  Pn, 9 o~ &

(can be done efficieatly bj Lemmma (i) antil

nF,‘,‘J cor\v¢r32nt saf:sﬁyina cond:'bl'bﬂi - k/cr‘

I-F ‘Q, v cofr?me > -Fro.af'ion k/,- = /.,
s n lowest terms —> wvead off r =9n.

11



However v 3:0’ (’t,r) >1, fract jon l‘/,,. LS
nolt in lowest terwmg — convergeat P”/?”
will 3:v0. reduced froct ion — g n #£ .

What is the frobqb?l,,’t'] of yQt't"v:’ a

"3000'“ k coprime to v ?

Wwe qu ete the following number - theoretic
~es ut on fhg d:ftl'v v\'t-l on Of COPP;WQS
with ocut Proo‘f :

Theprewm

|{k A }z,r—cof;rime, k(v‘;l 20(1032’,)-

— For h 6‘{0,...,"-13 chose. u.‘.'-FormlJ at r~andowm
Pr(k,r coprme) = J)_(

/’j :o] ~ ) )

12



A(job-»"fb\m ( Order - F;na'u'm_,)

1, repzat OClog log M) tlmes: ,
2 6 & Pha;g ‘ves't';mai’v'on to €=y
3 while le-—”"/q,,l,{s.r

4. n &~ n+1

S, comPu‘i‘a. nth convergeat P'"/”
b r~ &~ 9~

7. F o S 1mod N :

® retwn r

Overall runtivme (s dominaled bj multa',ocation
in  classical post - processing (s ecifically,
WMPu‘bn'nj converjen‘b{)) hat 7uamt“m
Pa.rt (phafe estimation) !

— Total run-time =0 ((LOJ/V)B l°j lojN)
(= 0(»3 IOjﬂ) where w = # bits in W'fu'b)

Exer-ase . Prdve care ﬁule +thal aL)ove
aldorithm solves aralev'-\c'fnding with
/woloab:' lv'i‘j 2 1-§ in time O(ﬂzlogn (oy%).

Note: using fast tht;fucaiion a/dor?t’hm_g and
Bett‘cr number 'L’heowj tlu¢or¢WI, run-time
can be reducad <+o: ,

O( n (lOJm)zlqglggu lod ';') .

13



2. Factarfv\g_

Problem (Factori "j)
Inf\at3 N € N
Outf“t: Prime ¥actorizatiom N= p‘:’f:'... P,.’f"' :

Colve this b.j (classi cal Prolpaba'tffi"fc folj—t;me)
r&ductian To oro(&r—éna‘fn) — no 'Fuf#l‘\ﬁf

7l4¢\n'l.‘u m par't at all.
It suffices To have an alﬂon’f;km that
retums a Gctor Cnol mecccssar{fy Pra'me).

Jf d s o factor of N, can com,bute N/A
" Fo!y-tn'mg '[3 (y?ve J@tomfos"t‘o' on N - ollv A}J
then call aboriﬂ\m re&ul"sive’y on d L q -

14



A lsol‘fﬂ-m ( Fo\c,i'orimj)

1. V€ N is even :
retv\rn 2

2\
3. if N:P":
b

~eturn F
S r-efea't loj ’/S f;ime,: :
6 choose a € (2, ..., N-13 un;-»%rmlj;utd
andowm
7. d & jcal (a, N)
8 f d22:
q. return d
10. else:
. r é~ order o =1 (modA) using
?Maﬂtum or dar —#n'nda'mj qu,
12. fF »~ is even: .
13, d & 3cd(alz-—7, N)
9%. if dz 2:

15



Analjs:s

Lines 3-¢:

F;mdind k £ N = Pk can be done
efficiently: p22, se h € log N ;
Ffor all k € lojN' c,omPuTe W and
check if vresult 's int eger.

Lines 6~1:
we 5ot lmckJ with gur random chojce of Qa,
3?&’43!\5 a factor ra'a‘mt away.

Line 10:

From here on, 3ww-anteed ch (a,A/) =)
—> order ~ of o in N well-defined.

Lines 11-15:
This is the core of the algorithm.

If our vondom cloice of a passes tests
in Lnes 12 o 14, algvrit'lam ret urng

d = 344’ (%1 N).
Note #Ollowin] trivial but useful ebse~votdion:
d s 3cc| (=x,N) s alwoys o foctor of N.
However, could be trivial factor 1 o M
i€ >, N COP";HQ o N d?v‘“‘es x .

16



Meed +o show any returned o s necegarily
a wvon-friwvial Gctor . T.e. wneed to
rule out Po;;,’ba'l{tie; G) d=1 and
c;;) d = ch(qr,z-LN) = N (?-e. N dl.V;de"

az-1).

G) Line 14 ex,oL‘c"'Hj tests d22 = d#£ 1.

Gi) Line 12 ezﬂi&"k@ tests for r ave,.

-I'F N do'viab,s a'./' -1 = aré =1 (Moal N))

but this s wot fo;;.‘u,c sinee ovrder o
is wminimal such int egar ( Def. order),
D N does not divide oa"*-1.

— If a/ja"n'i'hm retums d in Lne 15,
d gqaromtaad Yo be o non- tmvial fFacter

XIf choice of a fils, i.e either r~
happens to he even, or l’\qpf@.ﬁf that

d = gcd (a’h'-‘l, M) =1 (i-e q'h-‘l, N cofm'me))
then algorithm Juwt Tries again with a
new random choice of a.

We weed to know the /)Mloaloibi'y of
thais lfmffenc'nj , 30 we know how mang
att empts are vreguired to ackieve sutcess

P/»obaloiuij > 1-5. .



We 7uote the Fa"owing Tha. ®

Tt\eorem

Let N be an o0dd numbe~ thal s neg

a prime power. Let a be chosen wunmiforml,
ot rondowm over all a < N-1 wpm’me o N

(i.e. ged(Ca,N) = 1). Then

P,—[ orJa\p r s even K a\”"+7=0 (”'OJN))? -2’--

(See [N.’e/se,n "4 Clﬂwanjl Appcndix &.3,

[ Preskill lect wre notes] or

[LEkert & Tozsa, Rev. Mod. Phy 68, p733, 1994]
For proef.)

~— lﬁ'é‘ atZ’emfi's Swfﬁ'ct o suceeed

with 'o/-obaba'b'iy > 1-6.
(C'F- ﬂna’ysfs aF Simon’s A’jol‘o‘i‘lﬁm.)
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